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Abstract. A novel fingerprintmatchingalgorithmis proposedn this paper The
algorithmis basedn the minutiaelocal structuresthatareinvariantwith respect
to globaltransformationdik e translationandrotation. The matchalgorithmhas
beenimplementednsidea smartcardverthe Java Card™platform, meetingthe
individual’s needfor information privacy andthe overall authenticatiorproce-
duresecurity The main characteristiof the algorithmis to have anasymmetric
behaiour, in respecto the executiontime, betweencorrectpositive and nega-
tive matchesThe performance$n termsof authenticatiorreliability andspeed
have beentestedon somedatabasefrom the FingerprintVerification Competi-
tion 2002 (FVC2002).Moreover, our proceduréhasshavn betterreliability re-
sultswhencomparedvith relatedJava Card™algorithms.

1 Intr oduction

Theterm“biometrics”is commonlyusedtodayto referto theauthenticatiorof a person
by analyzingthe physical characteristicglik e fingerprints)or behaiour characteristics
(like voice or gait). Fingerprintmatchingis one of the mostdiffusedbiometrictech-
niguesusedin automaticpersonalidentificationor verification, becauseof its strong
reliability andits low implementatiorcost.

Performingabiometricverificationinsidea smartcardis notoriouslydifficult, since
thetemplategendto eat-upalargepartof thecards memory while thebiometricverifi-
cationalgorithmsarealmostbeyondthe processingapabilitiesof standargrocessors.
With Match On Card (MOC) technologythe fingerprinttemplateis storedwithin the
card, unavailable to the external applicationsand the outsideworld. In addition the
matchingdecisionis securelyauthenticatednternally by the smartcardtself: in this
way, the cardonly trustsitself for eventuallyunblockingstoredsensitve information,
suchasdigital certificatesor private keys for digital signature Our verificationMOC
algorithmhasbeendevelopedto work in this very strictly boundedervironment.

Thealgorithmis basedon someminutiaecharacteristicg¢ridge patternmicro char
acteristicslandmorepreciselyon their local structureinformation,sothereis no need
to pre-alignthe processindingerprinttemplatesthat would be a difficult taskto im-
plementinsidea smartcardMoreover it shavs anasymmetriaexecutiontime between
correctpositive matchegsamefingerprint)andcorrectnegative matchegtwo different
fingers),andthis becausahe matchprocedurestopsimmediatelywhenfew minutiae



pairsresultin a positive match.If this checkdoesnt succeedfor exampleif the two
fingersaredifferentor if thetwo acquisitionsof the samefingerarevery disturbedthe
proceduras fully executedastinglonget

2 Background

The mostevident structuralcharacteristiof a fingerprintis the patternof interleaved
ridgesand valleys that often run in parallel; at local level, otherimportantfeatures
calledminutiaereferto ridgediscontinuitiesMost frequentlythe minutiaetypescanbe
individuatedby terminationswherea ridge line ends,andbifurcations,wherea ridge
bifurcatesforming a“Y”. The minutiaecanbe usedin fingerprintmatchingsincethey
representiniquedetailsof theridge flow andareconsideredsa proof of identity.

The template,in its genericdefinition, is a mathematicatepresentatiowf the fin-
gerprint“‘uniqueness'to beusedaterduringthe matchingphasethetemplateacquired
duringenrollmentis definedasthe refeencetemplateandit is in someway associated
with the systemuseridentity, while thetemplateacquiredduringthe verificationphase
is definedasthe candidatetemplate

Matching the templatesrepresentan extremely difficult problembecauseof the
variability in differentimpression®f thesamefingers;mostimportantaffectingfactors
introducedduringimageacquisitionarethedisplacemenandtherotationdependingn
the differentpositioningof the finger on the acquisitionsensornon-lineardistortions
dueto the skin plasticity and partial overlap, sincea part of the fingerprintcanfall
outsideof the acquisitionareaandthereforedifferentsampleof the samefinger could
corresponanly onasmallerarea.

The algorithmsusedto resole fingerprintmatchingcanbe classified[1] in three
mainbranchescorrelation-based6], wherethe matchis performedby superimposing
two fingerprintimagesandcomputingthe correlationbetweercorrespondingixels (in
thiscasehetemplatds directly thefingerimage);minutiae-basedvhosetheoryis fun-
damentallythe sameasfor manualfingerprintexaminers,andridge featue-based5],
wherethe fingerprintsare comparedn termsof ridge patternfeaturesotherthanthe
minutiaeor pixelsintensity lik e textureinformationor sweatpores.

Focusingontheminutiaebasedlgorithmsthematchprocedureessentiallyconsists
in findingthemaximumnumberof correspondingninutiaebetweerntwo templatesthis
problemcanbe addressedlsoasa moregenerapoint patternmatding problem[13].
We can subdvide minutiae matchingclassinto two more branchesglobal minutiae
matding [3] requiresa first fingerprintalignmentphasethat subsequentlypermitsto
matchthe alignedtemplatesin local minutiae matdiing [4] two fingerprintsarein-
steadcomparedaccordingto their local minutiae structureswhich are characterized
by attributesinvariantwith respecto globaltransformationsuchastranslationsor ro-
tations.Local matchingsuppliessimplicity, low computationatompleity andhigher
distortiontolerancewhile a globalmatchinggrantsa high distinctiveness.

Regardingsmartcardelatedwork, in [10] is describeda very simpleO(n?) match-
ing algorithm,wheren is the minutiaenumberin onetemplate For a given minutiain
the referencetemplate the algorithmfinds all the minutiaein the candidatetemplate
for which the distancebetweenposition coordinatesand the differencein orientation
anglesarebelow the predefinedhresholdslf morethanonecanbe matchedwith the
samereferencaminutia, this conflictis resohed by choosinghe geometricallynearest.



Onespecificalgorithmfor fingerprintmatchingon the Java Card ™platform,using
afeatureextractionenvironmentsimilarto ours,is describedn [11]; it useswo distinct
algorithmson differentfeaturetypes(hybrid matcher)andat the endthe overall score
is calculatedasa linear combinationof thetwo independensub-scoresThefirst algo-
rithm is basedon the minutiaefeaturesanda graphstructureis built startingfrom the
corepointpositionin thefingerprint,thenvisiting the neighbominutiae;the matching
procedurenasbeeninspiredfrom the point-patternrmatchingalgorithmin [12] andits
purposeis to find a spanningordered treetouchingas mary nodesas possiblein the
two graphs.The secondalgorithmis aridge feature-basedndhasbeenimplemented
as describedin [5]; this algorithmis very fastand can be easily implementedon a
smartcardsincethe matchconsistonly in finding the euclideardistancebetweerntwo
featurevectors.

3 Our Matching Algorithm
3.1 Features

In our algorithmimplementationwe have adoptedthe NIST Fingerprintimage Soft-
ware (NFIS) [2], an opensourcetoolkit which includesthe MINDTCT minutiaedata
extractorusedto extractthe minutiaefrom a givenfingerprintimage.We have usedthis
informationto derive additionalfeaturedirectly usedin our matchingalgorithm;these
featuresarecomputedor eachminutiain respecto its neighborsandsoeachneighbor
is describedy thefollowing four featureqseealsoFig. 1):

— the euclideandistancebetweerthe centralminutia andits neighborminutia (seg-
mentD in Fig. 1); referredto as Ed in therestof the paper

— the anglebetweensggmentD andthe centralminutiaridge direction (angle« in
Fig. 1); latterly referredto as Dra.

— the differenceanglebetweencentralminutiaandneighborridge orientationangle
(01 — 62 in Fig. 1); latterly referredto asOda.

— theridge countbetweencentraland neighborminutiae:giventwo pointsa andb,
theridge countbetweenthemis the numberof ridgesintersectedy the segment
ab (in Fig. 1 ridge countvalueis 1); latterly referredto as Rc.

Choosingthe maximumnumberof the neighborss very importantfor the system
reliability performancegbut in contrastwith the matchingspeed) andsowe have de-
cidedto increasehis numberfrom thedefault MINDTCT value(5) to thenew valueof
8. We have alsomodifiedthe MINDTCT C sourcecodeto consideronly the neighbors
with a minimumreliability thresholdthe modifiedMINDTCT findsfor every minutia
its eight nearesheighborsn respecto the euclideandistancewith a goodreliability
estimatiorgivenby apredefinedhresholdvalue.If thenumberof neighbordor aminu-
tia foundin thisway s low (i.e. lessthan5), thentheneighborsaresearcheédgain with
alowerreliability thresholdthereliability evaluationis foundby MINDTCT); we have
introducedall thesechangedo build a “good” neighborhoodvith more information,
enoughto facethe possibldack of someminutiaein thetemplate.

3.2 Algorithm Description

Our proposednatchingalgorithmcomputeshow muchthe neighborhoodf a minutia
in thecandidategemplatds similarto theneighborhooaf eachminutiain thereference
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Fig. 1: Featuregraphicaldescription

templateafterthis scanthetwo mostsimilar minutiaearematchedandthendiscarded
from subsequergécanphasegoncerningotherdifferentminutiaeof the candidateem-

plate.All thesesimilarity measurearesummedogetherduringthe processandatthe

endthealgorithmcandecideif thetwo templatesnatchby applyingathresholdonthis

globalscore.Our proceduréds basedn the minutiaelocal structuregSection2).

But assaidbefore,matchingon smartcarcenvironmentis boundedoy thelow com-
putationalcompleity dueto the hardwaresimplicity (CPU limitationsfirst of all), and
thuswaiting for acompleteminutiaematchcouldleadto awaitingtimetoolong for the
user In our algorithmwe solve this problemby stoppingthe computatiorassoonasit
is possibleto assertwith satishictoryconfidencethatthe consideredemplateselong
to the samefingerprint. To realizethis improvement,our algorithmstopsassoonasit
finds someminutiaepairs(i.e. a numberbetweer2 and5) matchingwith a very good
similarity measurepr even promptly whenonly the lastexaminedminutiaepair hasa
matchingvaluelessthana very rigourousthreshold;otherwisejf thesetwo conditions
arenotfulfilled, thealgorithmexploresall the minutiaepairingsspace This relaxation
showved a very good securityperformancen our testsand provided an evident speed
improvementin the matchingdecisionsregarding positve matches(Section4). The
delayfor unsuccessfuatchesscanningall the minutiaelist is not of muchinterest,
becausét is clearlymoreimportantto gain a high executionspeedwhile verifying the
true card-avneridentity thanquickly rejectinganimpostor!

As input, the matchingprocedurerecevesboth the neighborfeaturesinformation
for the oneby onecandidateminutiato be matchedandthe entirereferencegemplate.
The algorithm scanssequentiallythe minutiae of the referencetemplateuntil a good
matchfor theinputminutiais found(referencel in Fig 2). Both candidateandreference
minutiaelists arestoredaccordingo theincreasingninutiareliability value:in thisway
wetry to stoptheprocedurenorequickly by scanningareducedortionof thetemplate
minutiaelists, sinceaminutiawith ahigh reliability in agiventemplatejf notcutaway
by partial overlapping(Section2), will have probablya high reliability alsoin other
templatesobtainedfrom the samefinger. Sothe stoppingconditionscanbe metearlier
thanin a casualdispositionof the minutiaein thelist. Moreover, it is olbviously better
to prematurelystopthe procedurewith few but “good” minutiaethanwith low quality
ones.Thechosematchingminutiain thereferencéemplatds thenmarkedas“already
matched”andit is not consideredn the successie iterations.



To computethe dissimilarity betweertwo minutiaein differenttemplatesthe algo-
rithm usestheinformationaboutthe neighborfeaturesandexecuteghe following four
stepsin sequencé4 in Fig 2):

1. To find the differencein absolutevaluebetweercorrespondindeatures:EdDi f f
=| Edy — Eds |, reDiff =| Rey — Reg |, draDiff =| Dray — Dras | and
odDif f =| Oda; — Odas |.

2. To checkthatevery featuredifferencevalueis belowv the correspondingcceptance
thresholdijf only onedifferencevalueexceedsherelative thresholdthetwo neigh-
bors cannotcorrespondn the two neighborhoodgedDi f f mustnot be greater
thanedDif fThr, reDif f thanrcThr, edDif f thandraThr andodDif f than
odT hr). Thesetof thefour featuredifferencethresholdsanbeglobally definedas
thefeaturesboundingbox which makesthe algorithmtolerantto smallnon-linear
distortions.

3. To multiply eachfeaturedifferencefor therelative weightvalue:edW ghtDif f =
edDif fxedW ght,rcW ghDif f = reDif fxrcW ght, odW ghtDif f = odDif f
xodW ght anddraW ghtDif f = draDif f x draW ght. Thedifferentweightval-
uesarenecessaryo attribute moreimportanceo thefeaturegshatmatchbetter for
examplethe euclidearndistance To obtaineachweightvalue,we have alsodivided
by the respectie featuredifferenceboundingbox threshold sincewe want these
differencedo be normalizedandhomogenous.

4. To sumtogetherall the four weighteddifferencego representhe global dissim-
ilarity betweenthe two neighbors:NeighDissimilarity = edWghtDif f +
reWahtDif f + draWghtDif f + odW ghtDif f.

Following thesestepsthealgorithmfindsfor thefirst neighbor(in thecasuaheigh-
borhoodorder)of thereferenceminutia,the mostsimilar neighborin theinput minutia
amongthosesatisfyingthe boundingbox checksthe mostsimilar is the onefor which
thealgorithmfindsthelowestNeighDissimilarityvalue. Thechosemmostsimilar neigh-
bor in the referencaminutiais thenmarked and not consideredvhile matchingother
neighborsTheobtained\eighDissimilarityvalueis thenaddedo the global similarity
scorebetweertheminutiae,MinDissimilarity. Theprocedures repeateaxactly for all
theotherneighborgexcludingthealreadymarkedones 3 in Fig 2) or until therequired
minimum numberN (i.e. 4) of neighborss matched At the endof the two neighbor
hoodsscanningattheendof thefor, 2 in Fig 2), if theproceduréhasfoundlessthanN
matchingneighborpairsbetweerthetwo minutiae(6 in Fig 2), thenthesetwo minutiae
arenotconsidereé&smatchingbecauseheirneighborhoodagreeontoofew evidences
to beareliablematchingminutiaepair, evenif theNeighDissimilarityvalueis very low.
At thesametime, this procedurestopsimmediatelyaswe matchthepreviousN thresh-
old valueof neighborg5 in Fig 2), becauseve have seerthatstoppingbeforethewhole
neighborhoodscanis suficient to granta goodreliability and, meanwhile the match
timeis considerablyspeededip.

The MinDissimilarity scorebetweenthe minutiaeis finally divided by the number
of matchedheighborpairsandthenaddedo the globaldissimilarity valuebetweerthe
candidateandreferenceemplateq7 in Fig 2): the TemplDissimilarity the samealgo-
rithm is thenexecutedor thenext candidateéemplateminutiain reliability order When



all of the input minutiaehave beenprocessedthis global TemplDissimilarityvalueon
templatess divided by thenumberof matchedninutiaeMinutiaeNMatted finding in
this way the mean.A comparisorbetweena matchthresholdandthis meanvaluecan
consequentlpe usedto decideif the two templateshelongto the samefingerprint (if
themeanis belov thethreshold)lower TemplDissimilarityexpressesnoreaffinity.

{MINUTIAE MATCHINGPROCEDURE}

- Input: * one candidate template minutia m1;
* minutiae  list of the reference template;

For each minutia m2in reference template not yet matched{
For each neighbor n2 of minuta m2 {
- MinDiff = upperLimit;
- ChosenNbr=null;
For each not already matched neighbor nl of mi {

- Executes the four steps between the nl-n2
corresponding features (directly processes next nl
if the bounding box rejects the controls);

If  (NeighDissimilarity < MinDiff) {

- MinDiff = NeighDissimilarity;
- ChosenNbr = n1; }

N -

A w

}
If (ChosenNbr != null) {
- ChosenNbr is marked as "matched";
- MinDissimilarity += MinDiff;
- number of matched neighbors NM=NM+ 1; }
5 If  (NM > N)
- mland m2 are “"matched": break from this For;

}
6 If (NM < N)
- Continue with the next minutia m2

else {
7 - mland m2 are "matched" TemplDissimilarity+=
(MinDissimilarity \' NM);
- break from this For;
}
}
- ml_m2_MatchCost = MinDissimilarity \' NM;

If (ml and m2 are "matched”) {
- MinutiaeNMatched++;
- Mark reference minutia  m2 as "matched";
8 If  (ml1_m2_MatchCost < VeryOptValue)
- STOP: the match is accepted;
If  (m1_m2_MatchCost < OptValue)
- OptMinNumber++;
9 If  (OptMinNumber == OptNumberThreshold)
- STOP: the match is accepted;

- Process another minutia mlif no stopping condition
has occurred or if mland m2 are not “"matched";

Fig. 2: Matchingcorefunction;text referencas in thefirst column

That, therefore,is the full algorithm descriptionbut assaid before,the matching
procedurewill probablyendbeforethe completeminutiaelist of thecandidatdemplate
hasbeenprocessedf attheendof theminutiaematchingroutinethedissimilarityvalue
betweertwo matchedminutiaeis “very good”, thatis below atighteningthresholdOpt-
Value thecounterOptMinNumbeiis incrementedndassoonasit reaches predefined



constantvaluecorrespondingo the thresholdOptNumberTheshold the whole match-
ing procedurecanbe stoppedwith a positive result(8 in Fig 2). The algorithmcanbe
positively stoppedalsoassoonasit findsonly oneminutiaepair with an“exceptionally
good” MinDissimilarity valuebelav the VeryOpt\alue threshold(9 in Fig 2), whichis
intendedto be muchstricterthanthe previous Opt\alue

Thedescribedlgorithmcompleity is O(n?), wherenis thenumberof theminutiae
in asingletemplate evenif in practice the approachof stoppingthe computatiorwith
few minutiaeshaws a significantspeedmprovement.

3.3 Algorithm Implementation

The fingerprintmatchingalgorithmdescribedn Sec.3.2 hasbeenfully developedin

Java Card™usingthe Java Card™2.1.2API andfinally deplojedon Cyberflex Access
32Kb Java Card™with the Cyberflex AccessSDK (version4.3). The chosensmart-
cardhas32Kbyteof EEPROM, aboutlKbyteof RAM memorydistributedbetweerthe
transactiormirror, stackandtransientspaceg bit CPUatupto 7.5Mhzexternalclock
frequeny andthetransmissiorprotocolusedis the T=0 at 9600bit/sec.

The algorithm has beendevelopedby implementingthe Jarza Card™Biometric
API [9] realizedby Java CardForum™ (JCF):this applicationprogrammingnterface
ensureghe interoperabilityof mary biometrictechnologieswith Java Card™andal-
lows multiple independenapplicationsonacardto accesshe biometricfunctionalities
(like verification);this is ideal to securethe digital signature storingandupdatingac-
countinformation, personaldata(i.e. healthinformation) and even monetaryvalue.
Clearly, our applicationmanage®venthe enrolimentandmatchrequestgomingfrom
the externalPCapplicationghroughseveral Card Acceptancé®evice (CAD) sessions.

Java Card™technology[7] adaptsthe Java™ platform for the useon smartcards,
smartbuttonsor other simple devices, like USB tokens. This adaptationproducesa
globalreductionof the platformfunctionalitiesandits resultis a substantiatiecreasing
of the expressie capacity Benefitsanddravbacksareidenticalto thoseof its “mother
technology”: high portability and programming/deeloping quicknessbut also a re-
ducedexecutionspeeddueto theadditionalbytecodenterpretatiorlayer.

Due to the ervironmentconstraintdike the EEPROM space we have limited the
maximumnumberof minutiaeforming the templateto the 20 mostreliable,andthe
neighborfeaturevalueshave beensampledto be thenstoredin the low capacityJava
Card™ datatypesasbytetype (the maximumminutiaoccupatioris 40 byte).

4 PerformanceResults

To measurgheperformancewe usedthe Finger \erification Competitior2002[8] edi-
tion (FVC2002)fingerprintdatabasesyhich,asweknaow, is theonly publicbenchmark
(togethemwith the othereditionsof the samecontestFVC2000andFVC2004) allow-
ing the developersto unambiguouslhycomparetheir algorithms.In particular we have
adoptedhetwo databasesespectiely collectedusingthe opticalsensof'FX2000” by
Biometrikaandthe optical sensorTouchMew II” by Identix; eachof the databasets

% We have usedthe databaseom FVC2002sincethe FCV2004collectionsweregrantedo us
only a few weeksago.For the permissiorto usethesecollections,we acknavliedgeRaffaele
Cappelli, Dario Maio and Davide Maltoni from the Biometric SystemsLab (University of
Bologna).



100fingerswide and 8 impressionger finger deep.Moreover, we have analyzedour
algorithmin respecto the onedescribedn [11], usingthe proprietaryimagedatabase
provided to us by the authoré andmadeup of about550 samplescollectedusingthe
FX2000opticalscannemodel;henceforthreferredto asthe “Hybrid Database”.

The mostimportantbiometricsystemsavaluationparametersirethe False Accep-
tanceRate(FAR), FalseRejectiorRate(FRR),the Equal-Eror Rate(EER),whichde-
notesthe errorratefor which FAR andFRR areidentical,andthe ReceiveiOpeiating
Characteristic(ROC) curve. Otherinterestingperformanceéndicatorscanbederivedto
shaw the algorithm’s behaiour for applicationsthat needhigh security:for example,
the FAR100(lowestachiezableFRRfor aFAR < 1%), FAR1000(lowestFRRfor FAR
< 0.1%)andZeroFAR (thelowestFRRfor FAR = 0%). Anotherimportantfactorto be
consideredespeciallyfor MOC algorithmsiis clearlythe averagematchingtime.

The testdistribution betweenpositive and negative matchescan greatlyinfluence
thedeclaredperformancessowe decidedo runthesameestsasthe FVC2002compe-
tition [8] betweerthe samefingerprintimages:2,800iterationsto find FRR and4,950
to find FAR. The sametestdistribution criteria of FVC2002wereadoptedalsofor the
Hybrid Databas€1,485FAR testsand2,449for FRR).We alsokeptthesamealgorithm
parametersonfigurationduringthetestsof all thesethreeimagecollections However,
betterresultscould be obtainedby suitablyadaptingthe parameterso eachdatabase.
In Table1 we presenthe obtainedreliability results,where*-" meanghatthe scoreis
notachievablewith the particularparameteconfigurationused.

Table1: Overall performanceesultsof our algorithm

Fingerprintdatabase EER FAR100 FAR1000 ZeroFAR

FVC2002FX2000 8.5% 10.6% 12.5% -
FVC2002TouchVew Il  8.5% 10.6% 12.3% -
Hybrid Database 0.48% 0.44% 0.53% 0.57%

Fig. 3 shawvs the FAR-FRR and the ROC curves for the testson the FVC2002
FX2000databaseT hestrangeshapeof thegraphlines(in respecto classicones)comes
from the decisionto stopthe algorithmevenwith few but “good” minutiaepairs.This
decisionis independenfrom the final matchingscoreandso settingthe matchthresh-
old to alow or a high valuedoesnot correspondinglyesultsin aFAR or a FRR of 0%
and100%.For example the FRR curvein Fig. 3 startswith a matchthresholdequalto
0 from about14%andnot 100%,sincemostof the matche$asbeenhoweveraccepted
usingoneof the stoppingconditionsdescribedn Sec.3.2. Moreover, theseconditions
introduceonly lessthan5% errorsin thetotal of thefalsematchesaccepted.

For our main parametersonfigurationandour purposesve wereessentiallyinter
estedn giving the bestFAR1000performancebut we have testedotherconfigurations
thatcanimprove EERto about7% or take ZeroFAR to 15.6%.

4 For the permissionto usetheir fingerprintdatabasewe thank TommasoCucinottaand Ric-
cardoBrigo from ReTiS Lab of Sant’AnnaSchoolof AdvancedStudies(Pisa).
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Fig. 3: FAR-FRR curvesandROC for FVC2002FX2000database

In Fig. 4 we report,for two databaseghe algorithmmatchtime distribution with
respecto the correctFRRtests We canobsene thatanon cardmatchingtime of about
1-8 secondss obtainedfor nearlyall of the matcheqabout90% for the Hybrid Db.).
We have noticedthat the minimum time of 1 secondhasbeenachieved frequentlyin
thesetestsand can be obtainedeven more often using a good enrolimentfingerprint
image,sincein this casethetwo stoppingconditionsof Sec.3.2 canbe metvery often.
The maximumtime is insteadabout45 secondsbut this resultis obtainedonly when
the two acquisitionsbelongto differentfingerprints(not interestingfor our purposes)
or they are very disturbed:this preventsthe algorithm for quickly stoppingwithout
exploring all the minutiaepairings(imagequality affectsthe averagematchtime).

All the testshave beenrun on a PC with Java™, but usingthe exact sameJava
Card™ codedownloadedn thecard,sincethe secondanguages a subsef thefirst;
in this way the samesecurityperformancearefully achiezableevenonthesmartcard.
We derived the matchingtime for the card applicationfrom the averagetime needed
to matchone single minutia on the card (measuredlirectly in this ervironment),and
multiplying for the minutiaenumbemeededo stopthe match(calculatedn PCtests).

We have alsocomparecdbur work on the Hybrid Databaserovided by the authors
of [11], developedto be executedin a similar Java Card™ ervironment.Resultsshov
thatwe nearlyhalvedtheEERpercentagef 0.8%achievedby thatalgorithm,obtaining
avalueof 0.48%(Tablel). Ouralgorithmis betteralsofor thematchingexecutiontime:
1-8 seconddor nearlyall of the matchegours),against11-12secondsn [11].

It is importantto point outthatusinga goodquality enrollmentimageconsiderably
improvesthe overall security performancesFAR1000 value can be reducedto about
5-6% as measuredrom other tests,mitigating also the partial overlappingproblem.
The hypothesisof having a good quality templateis not too restrictve andit is easily
applicable sincethe enrolimentphaséds accomplisheanly onetime at the releaseof
the smartcardandthe quality of the enrollingimagecanbe easilychecled. Therefore,
usinga goodimageat enrolimentimprovesbothreliability andspeederformances.

5 Conclusion

In this paperwe have proposeda new fingerprintmatchingalgorithmtolerantto typical
problemssuchasrotation, translationandridge deformation.Our procedureachieves
a very goodspeedperformancdor the Javza Card ™platform restrictions:1-8 seconds
for mostof the positive matchtests.The high reliability, asdeterminedrom our anal-
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ysis, can be further greatly improved using a good enrollmentimage, thus scoringa
FAR1000resultof about5-6%, which makesthe algorithmimplementatiorfeasiblein
thelive-scamapplicationgfor identity verification(like aMOC system) Our procedure
is stoppedas soonasthe two templatesare consideredo belongto the samefinger,
andso the algorithmstopsbeforein correctFRR testsandlaterin correctFAR ones,
shoving anasymmetricoehaiour.

References

1. D. Maltoni,D. Maio, A.K. Jain,S.Prabhakamtandboolof Fingerprint Recgnition, Springer
2003,ISBN 0-387-95431-7.

2. User's Guideto NISTFingerprint Image Softwae (NFIS), NISTIR 6813,Nationallnsituteof
StandardsindTechnology

3. J.H.Wggstein,An Automated-ingerprint IdentificationSystemU.S. GovernmentPublication,
Washington1982.

4. N. K. Ratha,R. M. Bolle, V. D. Pandit, V. Vaish, Rolust Fingerprint AuthenticationUsing
Local Structual Similarity, IEEE 2000.

5. A. K. Jain,S. PrabhakarL. Hong andS. Pankanti,Filterbank-basedringerprint Matching,
IEEE Transaction®n ImageProcessingyol. 9, No.5, pp. 846-859,2000.

6. T. Hatano, T. Adachi, S. ShigematsuH. Morimura, S. Onishi, Y. Okazaki,H. Kyuragi, A
Fingerprint \erification Algorithm Using the Differential Matching Rate ICPRO2,III volume:
pp.799-802,2002.

7. C.EnriqueOrtiz, An Introductionto JavaCard™ Technolagy, Part 1-2-3,2003.

8. D. Maio, D. Maltoni, R. Cappelli,J.L. WaymanandA. K. Jain,FVC2002:Secondringerprint
\erification Competition Proc. of InternationalConferenceon PatternRecognition,pp. 811-
814,QuebecCity, August11-15,2002.

9. JavaCard™ BiometricAP| White Paper (Working Document) Version1.1, NIST/Biometric
Consortium2002.

10. Y.S.Moon,H.C. Ho, K.L. Ng, A Secue Card Systenwith BiometricCapability, IEEE Con-
ferenceon ElectricalandComputerEng.,Volumel, pp 261-266,1999.

11. T. CucinottaR. Brigo, M. Di Natale Hybrid Fingerprint Matching on ProgrammableSmart-
Cards TrustBus2004,SpringerLNCS volume3184/2004p. 232.

12. P B. vanWamelen,Z. Li, S. S. lyengar, A Fast Algorithm for the Point Pattern Matching
Problem 2000.

13. S.Bistarelli, G. Boffi, F. Rossi,ComputerAlgebra for Fingerprint Matching, Proc.Interna-
tional WorkshopCASA 2003, SpringerLNCS vol. 26572003.



