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Abstract. A novel fingerprintmatchingalgorithmis proposedin thispaper. The
algorithmis basedontheminutiaelocalstructures,thatareinvariantwith respect
to global transformationslike translationandrotation.Thematchalgorithmhas
beenimplementedinsideasmartcardover theJavaCard™platform,meetingthe
individual’s needfor informationprivacy and the overall authenticationproce-
duresecurity. Themaincharacteristicof thealgorithmis to have anasymmetric
behaviour, in respectto the executiontime, betweencorrectpositive andnega-
tive matches.The performancesin termsof authenticationreliability andspeed
have beentestedon somedatabasesfrom the FingerprintVerificationCompeti-
tion 2002(FVC2002).Moreover, our procedurehasshown betterreliability re-
sultswhencomparedwith relatedJavaCard™algorithms.

1 Intr oduction
Theterm“biometrics” is commonlyusedtodayto referto theauthenticationof aperson
by analyzingthephysicalcharacteristics(likefingerprints)or behaviour characteristics
(like voice or gait). Fingerprintmatchingis oneof the mostdiffusedbiometric tech-
niquesusedin automaticpersonalidentificationor verification,becauseof its strong
reliability andits low implementationcost.

Performingabiometricverificationinsideasmartcardis notoriouslydifficult, since
thetemplatestendto eat-upalargepartof thecard’smemory, while thebiometricverifi-
cationalgorithmsarealmostbeyondtheprocessingcapabilitiesof standardprocessors.
With Match On Card (MOC) technologythe fingerprinttemplateis storedwithin the
card,unavailable to the external applicationsand the outsideworld. In addition the
matchingdecisionis securelyauthenticatedinternally by the smartcarditself: in this
way, thecardonly trustsitself for eventuallyunblockingstoredsensitive information,
suchasdigital certificatesor privatekeys for digital signature.Our verificationMOC
algorithmhasbeendevelopedto work in this verystrictly boundedenvironment.

Thealgorithmis basedon someminutiaecharacteristics(ridgepatternmicro char-
acteristics)andmorepreciselyon their local structureinformation,sothereis no need
to pre-alignthe processingfingerprint templates,that would be a difficult taskto im-
plementinsidea smartcard.Moreover it shows anasymmetricexecutiontime between
correctpositive matches(samefingerprint)andcorrectnegative matches(two different
fingers),andthis becausethe matchprocedurestopsimmediatelywhenfew minutiae



pairsresult in a positive match.If this checkdoesn’t succeed,for exampleif the two
fingersaredifferentor if thetwo acquisitionsof thesamefingerarevery disturbed,the
procedureis fully executedlastinglonger.

2 Background
The mostevident structuralcharacteristicof a fingerprint is the patternof interleaved
ridgesand valleys that often run in parallel; at local level, other important features
calledminutiaereferto ridgediscontinuities.Most frequentlytheminutiaetypescanbe
individuatedby terminations,wherea ridge line ends,andbifurcations,wherea ridge
bifurcatesforming a “Y”. Theminutiaecanbeusedin fingerprintmatchingsincethey
representuniquedetailsof theridgeflow andareconsideredasaproofof identity.

The template,in its genericdefinition, is a mathematicalrepresentationof thefin-
gerprint“uniqueness”to beusedlaterduringthematchingphase:thetemplateacquired
duringenrollmentis definedasthereferencetemplateandit is in someway associated
with thesystemuseridentity, while thetemplateacquiredduringtheverificationphase
is definedasthecandidatetemplate.

Matching the templatesrepresentsan extremely difficult problembecauseof the
variability in differentimpressionsof thesamefingers;mostimportantaffectingfactors
introducedduringimageacquisitionarethedisplacementandtherotationdependingon
thedifferentpositioningof thefingeron theacquisitionsensor, non-lineardistortions
due to the skin plasticity andpartial overlap, sincea part of the fingerprint can fall
outsideof theacquisitionareaandthereforedifferentsamplesof thesamefingercould
correspondonly onasmallerarea.

The algorithmsusedto resolve fingerprintmatchingcanbe classified[1] in three
mainbranches:correlation-based[6], wherethematchis performedby superimposing
two fingerprintimagesandcomputingthecorrelationbetweencorrespondingpixels(in
thiscasethetemplateis directlythefingerimage);minutiae-based, whosetheoryis fun-
damentallythesameasfor manualfingerprintexaminers,andridge feature-based[5],
wherethe fingerprintsarecomparedin termsof ridge patternfeaturesother thanthe
minutiaeor pixelsintensity, like textureinformationor sweatpores.

Focusingontheminutiaebasedalgorithms,thematchprocedureessentiallyconsists
in findingthemaximumnumberof correspondingminutiaebetweentwo templates;this
problemcanbeaddressedalsoasa moregeneralpoint patternmatching problem[13].
We can subdivide minutiaematchingclassinto two more branches:global minutiae
matching [3] requiresa first fingerprintalignmentphasethat subsequentlypermitsto
matchthe alignedtemplates.In local minutiaematching [4] two fingerprintsare in-
steadcomparedaccordingto their local minutiaestructures,which arecharacterized
by attributesinvariantwith respectto globaltransformationssuchastranslationsor ro-
tations.Local matchingsuppliessimplicity, low computationalcomplexity andhigher
distortiontolerance,while aglobalmatchinggrantsahighdistinctiveness.

Regardingsmartcardrelatedwork, in [10] is describedaverysimpleO(n2) match-
ing algorithm,wheren is theminutiaenumberin onetemplate.For a givenminutia in
the referencetemplate,the algorithmfinds all the minutiaein the candidatetemplate
for which the distancebetweenpositioncoordinatesandthe differencein orientation
anglesarebelow thepredefinedthresholds.If morethanonecanbematchedwith the
samereferenceminutia,this conflict is resolvedby choosingthegeometricallynearest.



Onespecificalgorithmfor fingerprintmatchingon theJava Card™platform,using
afeatureextractionenvironmentsimilar to ours,is describedin [11]; it usestwo distinct
algorithmson differentfeaturetypes(hybrid matcher)andat theendtheoverall score
is calculatedasa linearcombinationof thetwo independentsub-scores.Thefirst algo-
rithm is basedon theminutiaefeaturesanda graphstructureis built startingfrom the
corepoint positionin thefingerprint,thenvisiting theneighborminutiae;thematching
procedurehasbeeninspiredfrom thepoint-patternmatchingalgorithmin [12] andits
purposeis to find a spanningordered tree touchingasmany nodesaspossiblein the
two graphs.Thesecondalgorithmis a ridge feature-basedandhasbeenimplemented
as describedin [5]; this algorithm is very fast and can be easily implementedon a
smartcard,sincethematchconsistsonly in finding theeuclideandistancebetweentwo
featurevectors.

3 Our Matching Algorithm

3.1 Features

In our algorithmimplementationwe have adoptedthe NIST FingerprintImageSoft-
ware(NFIS) [2], an opensourcetoolkit which includesthe MINDTCT minutiaedata
extractorusedto extracttheminutiaefrom agivenfingerprintimage.Wehaveusedthis
informationto deriveadditionalfeaturesdirectlyusedin ourmatchingalgorithm;these
featuresarecomputedfor eachminutiain respectto its neighbors,andsoeachneighbor
is describedby thefollowing four features(seealsoFig. 1):

– theeuclideandistancebetweenthecentralminutia andits neighborminutia (seg-
mentD in Fig. 1); referredto asEd in therestof thepaper.

– the anglebetweensegmentD andthe centralminutia ridge direction(angleα in
Fig. 1); latterly referredto asDra.

– thedifferenceanglebetweencentralminutiaandneighborridgeorientationangle
(θ1 − θ2 in Fig. 1); latterly referredto asOda.

– the ridgecountbetweencentralandneighborminutiae:given two pointsa andb,
the ridge countbetweenthemis the numberof ridgesintersectedby the segment
ab (in Fig. 1 ridgecountvalueis 1); latterly referredto asRc.

Choosingthemaximumnumberof theneighborsis very importantfor thesystem
reliability performances(but in contrastwith thematchingspeed),andsowe have de-
cidedto increasethisnumberfrom thedefaultMINDTCT value(5) to thenew valueof
8. We have alsomodifiedtheMINDTCT C sourcecodeto consideronly theneighbors
with a minimumreliability threshold:themodifiedMINDTCT findsfor every minutia
its eightnearestneighborsin respectto theeuclideandistance,with a goodreliability
estimationgivenby apredefinedthresholdvalue.If thenumberof neighborsfor aminu-
tia foundin thisway is low (i.e. lessthan5), thentheneighborsaresearchedagainwith
a lowerreliability threshold(thereliability evaluationis foundby MINDTCT); wehave
introducedall thesechangesto build a “good” neighborhoodwith moreinformation,
enoughto facethepossiblelackof someminutiaein thetemplate.

3.2 Algorithm Description

Our proposedmatchingalgorithmcomputeshow muchtheneighborhoodof a minutia
in thecandidatetemplateis similar to theneighborhoodof eachminutiain thereference



Fig. 1: Featuresgraphicaldescription

template;afterthisscan,thetwo mostsimilarminutiaearematchedandthendiscarded
from subsequentscanphasesconcerningotherdifferentminutiaeof thecandidatetem-
plate.All thesesimilarity measuresaresummedtogetherduringtheprocess,andat the
endthealgorithmcandecideif thetwo templatesmatchby applyingathresholdonthis
globalscore.Ourprocedureis basedon theminutiaelocal structures(Section2).

But assaidbefore,matchingonsmartcardenvironmentis boundedby thelow com-
putationalcomplexity dueto thehardwaresimplicity (CPUlimitationsfirst of all), and
thuswaitingfor acompleteminutiaematchcouldleadto awaitingtimetoolongfor the
user. In our algorithmwe solve this problemby stoppingthecomputationassoonasit
is possibleto assert,with satisfactoryconfidence,thattheconsideredtemplatesbelong
to thesamefingerprint.To realizethis improvement,our algorithmstopsassoonasit
findssomeminutiaepairs(i.e. a numberbetween2 and5) matchingwith a very good
similarity measure,or evenpromptlywhenonly the lastexaminedminutiaepair hasa
matchingvaluelessthana very rigourousthreshold;otherwise,if thesetwo conditions
arenot fulfilled, thealgorithmexploresall theminutiaepairingsspace.This relaxation
showed a very goodsecurityperformancein our testsandprovided an evident speed
improvementin the matchingdecisionsregarding positive matches(Section4). The
delayfor unsuccessfulmatchesscanningall the minutiaelist is not of muchinterest,
becauseit is clearlymoreimportantto gain a high executionspeedwhile verifying the
truecard-owneridentity thanquickly rejectinganimpostor!

As input, the matchingprocedurereceivesboth the neighborfeaturesinformation
for theoneby onecandidateminutia to bematched,andtheentirereferencetemplate.
The algorithmscanssequentiallythe minutiaeof the referencetemplateuntil a good
matchfor theinputminutiais found(reference1 in Fig 2).Bothcandidateandreference
minutiaelistsarestoredaccordingto theincreasingminutiareliability value:in thisway
wetry to stoptheproceduremorequickly by scanningareducedportionof thetemplate
minutiaelists,sinceaminutiawith ahighreliability in agiventemplate,if notcutaway
by partial overlapping(Section2), will have probablya high reliability also in other
templatesobtainedfrom thesamefinger. Sothestoppingconditionscanbemetearlier
thanin a casualdispositionof theminutiaein the list. Moreover, it is obviously better
to prematurelystoptheprocedurewith few but “good” minutiaethanwith low quality
ones.Thechosenmatchingminutiain thereferencetemplateis thenmarkedas“already
matched”andit is not consideredin thesuccessive iterations.



To computethedissimilaritybetweentwo minutiaein differenttemplates,thealgo-
rithm usestheinformationabouttheneighborfeaturesandexecutesthefollowing four
stepsin sequence(4 in Fig 2):

1. To find thedifferencein absolutevaluebetweencorrespondingfeatures:EdDiff
=| Ed1 − Ed2 |, rcDiff =| Rc1 − Rc2 |, draDiff =| Dra1 − Dra2 | and
odDiff =| Oda1 −Oda2 |.

2. To checkthatevery featuredifferencevalueis below thecorrespondingacceptance
threshold;if only onedifferencevalueexceedstherelativethreshold,thetwo neigh-
bors cannotcorrespondin the two neighborhoods(edDiff must not be greater
thanedDiffThr, rcDiff thanrcThr, edDiff thandraThr andodDiff than
odThr). Thesetof thefour featuredifferencethresholdscanbegloballydefinedas
thefeaturesboundingbox, which makesthealgorithmtolerantto smallnon-linear
distortions.

3. To multiply eachfeaturedifferencefor therelativeweightvalue:edWghtDiff =
edDiff∗edWght, rcWghDiff = rcDiff∗rcWght, odWghtDiff = odDiff
∗odWght anddraWghtDiff = draDiff ∗ draWght. Thedifferentweightval-
uesarenecessaryto attributemoreimportanceto thefeaturesthatmatchbetter, for
exampletheeuclideandistance.To obtaineachweightvalue,wehavealsodivided
by the respective featuredifferenceboundingbox threshold,sincewe want these
differencesto benormalizedandhomogenous.

4. To sumtogetherall the four weighteddifferencesto representthe global dissim-
ilarity betweenthe two neighbors:NeighDissimilarity = edWghtDiff +
rcWghtDiff + draWghtDiff + odWghtDiff .

Following thesesteps,thealgorithmfindsfor thefirst neighbor(in thecasualneigh-
borhoodorder)of thereferenceminutia,themostsimilarneighborin theinputminutia
amongthosesatisfyingtheboundingbox checks;themostsimilar is theonefor which
thealgorithmfindsthelowestNeighDissimilarityvalue.Thechosenmostsimilarneigh-
bor in the referenceminutia is thenmarked andnot consideredwhile matchingother
neighbors.TheobtainedNeighDissimilarityvalueis thenaddedto theglobalsimilarity
scorebetweentheminutiae,MinDissimilarity. Theprocedureis repeatedexactly for all
theotherneighbors(excludingthealreadymarkedones,3 in Fig 2) or until therequired
minimumnumberN (i.e. 4) of neighborsis matched.At theendof the two neighbor-
hoodsscanning(at theendof thefor, 2 in Fig 2), if theprocedurehasfoundlessthanN
matchingneighborpairsbetweenthetwo minutiae(6 in Fig 2), thenthesetwo minutiae
arenotconsideredasmatchingbecausetheirneighborhoodsagreeontoofew evidences
to beareliablematchingminutiaepair, evenif theNeighDissimilarityvalueis very low.
At thesametime,thisprocedurestopsimmediatelyaswematchthepreviousN thresh-
old valueof neighbors(5 in Fig 2),becausewehaveseenthatstoppingbeforethewhole
neighborhoodscanis sufficient to granta goodreliability and,meanwhile,the match
time is considerablyspeededup.

TheMinDissimilarity scorebetweentheminutiaeis finally dividedby thenumber
of matchedneighborpairsandthenaddedto theglobaldissimilarityvaluebetweenthe
candidateandreferencetemplates(7 in Fig 2): theTemplDissimilarity; thesamealgo-
rithm is thenexecutedfor thenext candidatetemplateminutiain reliability order. When



all of the input minutiaehave beenprocessed,this globalTemplDissimilarityvalueon
templatesis dividedby thenumberof matchedminutiaeMinutiaeNMatched, finding in
this way themean.A comparisonbetweena matchthresholdandthis meanvaluecan
consequentlybeusedto decideif the two templatesbelongto thesamefingerprint(if
themeanis below thethreshold):lowerTemplDissimilarityexpressesmoreaffinity.

{MINUTIAE MATCHINGPROCEDURE}

- Input: * one candidate template minutia m1;

* minutiae list of the reference template;

1 For each minutia m2 in reference template not yet matched{
2 For each neighbor n2 of minutia m2 {

- MinDiff = upperLimit;
- ChosenNbr= null;

3 For each not already matched neighbor n1 of m1 {
4 - Executes the four steps between the n1-n2

corresponding features (directly processes next n1
if the bounding box rejects the controls);

If (NeighDissimilarity < MinDiff) {
- MinDiff = NeighDissimilarity;
- ChosenNbr = n1; }

}
If (ChosenNbr != null) {

- ChosenNbr is marked as "matched";
- MinDissimilarity += MinDiff;
- number of matched neighbors NM= NM + 1; }

5 If (NM > N)
- m1 and m2 are "matched": break from this For;

}
6 If (NM < N)

- Continue with the next minutia m2
else {

7 - m1 and m2 are "matched": TemplDissimilarity+=
(MinDissimilarity \ NM);

- break from this For;
}

}
- m1_m2_MatchCost = MinDissimilarity \ NM;
If (m1 and m2 are "matched") {

- MinutiaeNMatched++;
- Mark reference minutia m2 as "matched";

8 If (m1_m2_MatchCost < VeryOptValue)
- STOP: the match is accepted;

If (m1_m2_MatchCost < OptValue)
- OptMinNumber++;

9 If (OptMinNumber == OptNumberThreshold)
- STOP: the match is accepted;

}
- Process another minutia m1 if no stopping condition

has occurred or if m1 and m2 are not "matched";

Fig. 2: Matchingcorefunction;text referenceis in thefirst column

That, therefore,is the full algorithmdescription,but assaidbefore,the matching
procedurewill probablyendbeforethecompleteminutiaelist of thecandidatetemplate
hasbeenprocessed:if attheendof theminutiaematchingroutinethedissimilarityvalue
betweentwo matchedminutiaeis “verygood”,thatis below atighteningthresholdOpt-
Value, thecounterOptMinNumberis incrementedandassoonasit reachesapredefined



constantvaluecorrespondingto thethresholdOptNumberThreshold, thewholematch-
ing procedurecanbestoppedwith a positive result(8 in Fig 2). Thealgorithmcanbe
positively stoppedalsoassoonasit findsonly oneminutiaepairwith an“exceptionally
good” MinDissimilarity valuebelow theVeryOptValue threshold(9 in Fig 2), which is
intendedto bemuchstricterthanthepreviousOptValue.

Thedescribedalgorithmcomplexity isO(n2), wheren is thenumberof theminutiae
in a singletemplate,evenif in practice,theapproachof stoppingthecomputationwith
few minutiaeshows asignificantspeedimprovement.

3.3 Algorithm Implementation

The fingerprintmatchingalgorithmdescribedin Sec.3.2 hasbeenfully developedin
JavaCard™usingtheJavaCard™2.1.2API andfinally deployedonCyberflex Access
32Kb Java Card™with the Cyberflex AccessSDK (version4.3). The chosensmart-
cardhas32Kbyteof EEPROM, about1Kbyteof RAM memorydistributedbetweenthe
transactionmirror, stackandtransientspace,8 bit CPUat up to 7.5Mhzexternalclock
frequency andthetransmissionprotocolusedis theT=0 at9600bit/sec.

The algorithm has beendevelopedby implementingthe Java Card™Biometric
API [9] realizedby Java CardForum™(JCF):this applicationprogramminginterface
ensuresthe interoperabilityof many biometrictechnologieswith Java Card™andal-
lowsmultiple independentapplicationsonacardto accessthebiometricfunctionalities
(like verification);this is ideal to securethedigital signature,storingandupdatingac-
count information, personaldata(i.e. health information) and even monetaryvalue.
Clearly, our applicationmanageseventheenrollmentandmatchrequestscomingfrom
theexternalPCapplicationsthroughseveralCard AcceptanceDevice(CAD) sessions.

Java Card™technology[7] adaptsthe Java™platform for the useon smartcards,
smartbuttonsor other simple devices, like USB tokens.This adaptationproducesa
globalreductionof theplatformfunctionalitiesandits resultis asubstantialdecreasing
of theexpressive capacity. Benefitsanddrawbacksareidenticalto thoseof its “mother
technology”:high portability and programming/developing quickness,but also a re-
ducedexecutionspeeddueto theadditionalbytecodeinterpretationlayer.

Due to the environmentconstraintslike the EEPROM space,we have limited the
maximumnumberof minutiaeforming the templateto the 20 most reliable,and the
neighborfeaturevalueshave beensampledto be thenstoredin the low capacityJava
Card™ datatypesasbytetype(themaximumminutiaoccupationis 40byte).

4 PerformanceResults
To measuretheperformance,weusedtheFinger VerificationCompetition2002[8] edi-
tion (FVC2002)fingerprintdatabases,which,asweknow, is theonly publicbenchmark
(togetherwith theothereditionsof thesamecontest,FVC2000andFVC20043) allow-
ing thedevelopersto unambiguouslycomparetheir algorithms.In particular, we have
adoptedthetwo databasesrespectively collectedusingtheopticalsensor“FX2000” by
Biometrikaandtheopticalsensor“TouchView II” by Identix; eachof thedatabasesis

3 Wehaveusedthedatabasesfrom FVC2002sincetheFCV2004collectionsweregrantedto us
only a few weeksago.For thepermissionto usethesecollections,we acknowledgeRaffaele
Cappelli,Dario Maio and Davide Maltoni from the Biometric SystemsLab (University of
Bologna).



100 fingerswide and8 impressionsper finger deep.Moreover, we have analyzedour
algorithmin respectto theonedescribedin [11], usingtheproprietaryimagedatabase
provided to usby theauthors4 andmadeup of about550samplescollectedusingthe
FX2000opticalscannermodel;henceforthreferredto asthe“Hybrid Database”.

ThemostimportantbiometricsystemsevaluationparametersaretheFalseAccep-
tanceRate(FAR), FalseRejectionRate(FRR),theEqual-Error Rate(EER),whichde-
notestheerror ratefor which FAR andFRRareidentical,andtheReceiverOperating
Characteristic(ROC)curve.Otherinterestingperformanceindicatorscanbederivedto
show the algorithm’s behaviour for applicationsthat needhigh security:for example,
theFAR100(lowestachievableFRRfor aFAR ≤ 1%),FAR1000(lowestFRRfor FAR
≤ 0.1%)andZeroFAR (thelowestFRRfor FAR = 0%).Anotherimportantfactorto be
considered,especiallyfor MOC algorithms,is clearlytheaveragematchingtime.

The testdistribution betweenpositive andnegative matchescangreatly influence
thedeclaredperformances,sowedecidedto runthesametestsastheFVC2002compe-
tition [8] betweenthesamefingerprintimages:2,800iterationsto find FRRand4,950
to find FAR. Thesametestdistribution criteriaof FVC2002wereadoptedalsofor the
Hybrid Database(1,485FAR testsand2,449for FRR).Wealsokeptthesamealgorithm
parametersconfigurationduringthetestsof all thesethreeimagecollections.However,
betterresultscould be obtainedby suitablyadaptingtheparametersto eachdatabase.
In Table1 we presenttheobtainedreliability results,where“-” meansthatthescoreis
notachievablewith theparticularparameterconfigurationused.

Table1: Overall performanceresultsof ouralgorithm

Fingerprintdatabase EER FAR100 FAR1000 ZeroFAR

FVC2002FX2000 8.5% 10.6% 12.5% -
FVC2002TouchView II 8.5% 10.6% 12.3% -

Hybrid Database 0.48% 0.44% 0.53% 0.57%

Fig. 3 shows the FAR-FRR and the ROC curves for the testson the FVC2002
FX2000database.Thestrangeshapeof thegraphlines(in respecttoclassicones)comes
from thedecisionto stopthealgorithmevenwith few but “good” minutiaepairs.This
decisionis independentfrom thefinal matchingscoreandsosettingthematchthresh-
old to a low or a high valuedoesnot correspondinglyresultsin a FAR or a FRRof 0%
and100%.For example,theFRRcurve in Fig. 3 startswith a matchthresholdequalto
0 from about14%andnot100%,sincemostof thematcheshasbeenhoweveraccepted
usingoneof thestoppingconditionsdescribedin Sec.3.2.Moreover, theseconditions
introduceonly lessthan5%errorsin thetotal of thefalsematchesaccepted.

For our mainparametersconfigurationandour purposeswe wereessentiallyinter-
estedin giving thebestFAR1000performance,but wehave testedotherconfigurations
thatcanimprove EERto about7% or takeZeroFAR to 15.6%.

4 For the permissionto usetheir fingerprintdatabase,we thankTommasoCucinottaandRic-
cardoBrigo from ReTiS Labof Sant’AnnaSchoolof AdvancedStudies(Pisa).



Fig. 3: FAR-FRRcurvesandROCfor FVC2002FX2000database

In Fig. 4 we report,for two databases,the algorithmmatchtime distribution with
respectto thecorrectFRRtests.Wecanobserve thatanoncardmatchingtimeof about
1-8 secondsis obtainedfor nearlyall of thematches(about90%for theHybrid Db.).
We have noticedthat the minimum time of 1 secondhasbeenachieved frequentlyin
thesetestsandcanbe obtainedeven moreoften usinga goodenrollmentfingerprint
image,sincein this casethetwo stoppingconditionsof Sec.3.2canbemetvery often.
Themaximumtime is insteadabout45 seconds,but this resultis obtainedonly when
the two acquisitionsbelongto differentfingerprints(not interestingfor our purposes)
or they are very disturbed:this preventsthe algorithm for quickly stoppingwithout
exploring all theminutiaepairings(imagequalityaffectstheaveragematchtime).

All the testshave beenrun on a PC with Java™, but using the exact sameJava
Card™ codedownloadedin thecard,sincethesecondlanguageis asubsetof thefirst;
in this way thesamesecurityperformancesarefully achievableevenon thesmartcard.
We derived the matchingtime for the cardapplicationfrom the averagetime needed
to matchonesingleminutia on the card(measureddirectly in this environment),and
multiplying for theminutiaenumberneededto stopthematch(calculatedin PCtests).

We have alsocomparedour work on theHybrid Databaseprovidedby theauthors
of [11], developedto beexecutedin a similar Java Card™ environment.Resultsshow
thatwenearlyhalvedtheEERpercentageof 0.8%achievedby thatalgorithm,obtaining
avalueof 0.48%(Table1).Ouralgorithmis betteralsofor thematchingexecutiontime:
1-8secondsfor nearlyall of thematches(ours),against11-12secondsin [11].

It is importantto pointout thatusingagoodqualityenrollmentimageconsiderably
improvesthe overall securityperformances:FAR1000valuecanbe reducedto about
5-6% as measuredfrom other tests,mitigating also the partial overlappingproblem.
Thehypothesisof having a goodquality templateis not too restrictive andit is easily
applicable,sincetheenrollmentphaseis accomplishedonly onetime at thereleaseof
thesmartcardandthequality of theenrolling imagecanbeeasilychecked.Therefore,
usingagoodimageatenrollmentimprovesbothreliability andspeedperformances.

5 Conclusion
In thispaperwehaveproposedanew fingerprintmatchingalgorithmtolerantto typical
problemssuchasrotation,translationandridge deformation.Our procedureachieves
a very goodspeedperformancefor theJava Card™platformrestrictions:1-8 seconds
for mostof thepositive matchtests.Thehigh reliability, asdeterminedfrom our anal-



Fig. 4: AveragesmartcardmatchtimeoncorrectFRRtests,sampledin time intervals

ysis, canbe further greatly improved usinga goodenrollmentimage,thusscoringa
FAR1000resultof about5-6%,which makesthealgorithmimplementationfeasiblein
thelive-scanapplicationsfor identity verification(like a MOC system).Our procedure
is stoppedassoonas the two templatesareconsideredto belongto the samefinger,
andso the algorithmstopsbeforein correctFRR testsandlater in correctFAR ones,
showing anasymmetricbehaviour.
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