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SINGLE USER MODE @ + @

Modificare le password degli account presenti nel sistema:

4 )

Cerberus: ~ # mount -uw /
Cerberus: ~ # passwd root
New password for root:
Repeat password for root:
Cerberus: ~ # sync

Cerberus: ~ # reboot
\_ Y,

4 )

Cerberus: ~ # mount -uw /

Cerberus: ~ # rm /var/db/.AppleSetupDone

Cerberus: ~ # reboot
\_ Y,
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RESET FIRMWARE PASSWORD

% = y.
Rimuovere almeno un modulo RAM in modo da 4 b
cambiare il quantitativo di memoria presente nella K ﬁ = \
macchina. L s q
alt

Avviare la macchina e resettare la PRAM. + -+ -+

option

PARAMETER RAM:

Meworia non volatile in

cui il sistema memorizza
una svite di informazioni
wmolto importanti tra cui
la time zone, il volume
Spegnere la macchina e reinserire il modulo  delle casse e la password
) del firmware.
FiIMOSSO. v
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CUSTOM LIVE DISTRIBUTION

the Sleuth Kit
corredato eventualmente
dalla sua interfaccia

Autopsy
-
- -

Altri script creati ad-hoc

p
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TECHNOLOGIES

MAC OS X FORENSICS @BlaekBa -

BLACKLIGHT prezzo: 2500%

80060 & BlackLight Case.Blac t
¥ CASE INFO @ Details [ Browser " List All Files 3§ Pictures ¥ File Filter ©§ Search &g Internet Logs “¥ Chatlogs 4 Email - © Export Files
@ Case Details
@ Case Report ( Calls ~ Voicemail |~ SMS. | Notes  Apps Maps  Calendar  Contacts  Wifi  VoiceMemo  Dictionary  Location =~ Media |
¥ DEVICES
v 3 11-005-0461_1.dmg LAl ‘4]  @ListView () Conversation View
s e Date Type Content Phone Number Friendly Name Direction
.. racer - Unallocated 2010-12-23 (PST) SMS Of course. Glad to have you back, dude (847) 254-6108 € Incoming -
' 2010-12-23 (PST) MMS <External Content> 18472546108 El Incoming
[ Josh Bennett's iPhone 2010-12-23 (PST) SMS Nice dog. (847) 254-6108  El Incoming
¥ ACTIVITY 2010-12-24 (PST) SMS I know when u r alone (847) 254-6108 El Outgoing
R o 2010-12-24 (PST) SMS Creepy duUde <_< (847) 254-6108  E Incoming
\f) Flle Beports 2010-12-25 (PST) SMS (847) 254-6108  EI Outgoing
B Device Status 2010-12-25 (PST) SMS Hahah weird. | assumed though (847) 254-6108 El Incoming
2010-12-25 (PST) SMS Computer crashed again. Need a new one... (847) 254-6108 El Outgoing
B I KL R 2010-12-25 (PST) SMS Really? You thinking mac or pc? (847) 254-6108 €l Incoming
Q Car Theft Terms 2010-12-25 (PST) SMS Mac. Duh (847) 254-6108 El Outgoing
v TAGS 2010-12-25 (PST) MMS <External Content> 1(847) 687-8198 Lar Outgoing
2010-12-25 (PST) SMS Phewf. Just checkin (847) 254-6108 El Incoming
*  Pictures ) 2010-12-25 (PST) SMS Stop stealin my phone dude (847) 687-8198 Lar Outgoing
S ) 2010-12-25 (PST) SMS Duh (847) 254-6108 El Outgoing
. Search Hits € 2010-12-25 PsD) SMS Lalwz (847) 687-8198  Lar Incoming
2010-12-25 (PST) SMS Stupid crashing computer (847) 254-6108 El Outgoing
2010-12-27 (PST) MMS Josh signing off for a while. It was fun 18472546108 El Outgoing
2010-12-27 (PST) MMS <External Content> 18472546108 El Outgoing
2010-12-27 (PST) MMS I'm out of here for a while. Dont try to reach me. 1(847) 687-8198 Lar Outgoing
2010-12-27 (PST) MMS <External Content> 1(847) 687-8198 Lar Outgoing

2010-12-27 (PST) I'm out of here for a while. Dont try to reach me. 1(847) 687-8198 Outgoin

Attribute Value

ID: 284 - 2011-01-21 (PST) 14085131851 Error Invalid Number. Please re-send using a valid 10 digit mobile numbe... 21611611 21611611 Incoming
Name: sms.db 2010-12-25 (PST) SMS Stupid crashing computer (847) 254-6108 El Outgoing
Path: /mobile/Library/SM
Size: 98304 Full Message:
Extension: db n .
Content Type: DB Het just wanted to touch bases a. Did u find the car we talked about?

Created: 2010-11-28 18:40
Modified: 2011-01-23 06:04
Accessed: 2011-01-23 06:04

Directory: No
Visible: Yes
Locked: No
Fork Count: 1 N o
MDS Hash (Da... 27 1E91EDB77F 1F4F =
Extents: 1 m = Strings] ‘ Native ] [Q] View: | Data Fork Q‘
"‘V"“'&S‘C‘g g BO0OA: | 5351 4060 7465 2066 6F72 6061 7420 3300 1000 1AL P40 2020 OO OZFE OO 0PPD OO AP DAAD SOLite.format.3...... @eresBorrnnnnnns
Logical Sector- R B0026: 0000 PR DOOF DPRO DPA4 0RO PPRR OO PPEC DOOO PO DPOD OO DPDD DOOO DDA DOOD BBBD BOBD  voveeeesseessssessssesneeeanseeennens . m‘
F‘f"—’""l Cluster: DOTEreacEsss]. | P994C: | B999 BRRO GOGD GGG 0000 0000 000D 0ODD DODD DODD DRG BOBD GDGF FCBO 1102 4500 OFID BFAD BDCH  .eeeieeeeeereieeeeeeesesss UeueEern @b
eNameOnDI... OO e i cEoaas]. | 099721 | 8072 BCC BC2D GBOE BAAY BAYF DIGF BB1F 0703 D691 B4OE @351 G2E9 6245 00D 000D 0ODD PDDD DODD B T S Y | 1 Y S
°"°“‘“’D°“L~ PaIOTEoraCL28581 | poegs: | 000 0000 0000 GGG RGO G000 BEBD BOOD DOGD 0OOD 000D 000D 0000 000D 000 OB BOBD BBBD BBBD | ........iiiiiiiieeeeeeseeeecereesssens .
Wmm Library | <MS rsms.di | B98BE: | 0009 00D 00D PO PRDO 00O 0DPD 0000 000D 000D BDOD 0GO DDOO 0DDD 0000 000D 000D BBDD BBOD |..............eeeeeesissecisiiiienns e
”"“’m” oy Al s 'pooE4: 0000 £EOO HAND PAOD HAND HAD HAAD HAAD PRGD HAND PRGO HAAD HAOO PAGD HAAD PAGD HOND PRGD HAAD U =
* .:Z)loo v ARMAL:  AAAA ARAA ARAA ARAA ARAA ARAA ARAA. AAAA ARAA. ARAA_ARAA ARAA ARAA ARAA._AAAA _ARRA.ARAA_ARRA_ARAA |
= = s
’ + |- |3 [Il' (1 of 111) - /Josh Bennett's iPhone/mobile/Library/SMS/sms.db 4
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[...]
char xpointerextensions, defaultextensions[] = ".JPG.JPEG.GIF.PNG.RAW.PDF.MP3.WAV.MPG.MKV.AVI.DIVX.XVID.TIF.TIFF.TGA";
static char const x const defaultkeywords[] = { "PORN", "SEX", "CHILD", "NULL" };
int searchkey (const char xsingleton) {
int index = 0;
while ((strcasecmp(defaultkeywords[index], "NULL")) !'= 0) {
if (strcasestr(singleton, defaultkeywords[index]))
return index;
index++;
¥
return -1;

by

int expand (const char xstartpath, unsigned int deepsearch, float limit) {
DIR *xdirectory;
struct dirent xinformations;
char xcompletepath, *xextension;
unsigned int completesize, elements = 0;
int backupkeyword;
float suspect = 0, percentage;
if ((directory = opendir(startpath))) {
while ((informations = readdir(directory))) {
if ((strcmp(informations—>d_name, ".") != 0) && (strcmp(informations—>d_name, "..") != 0)) {
if (informations—>d_type == DT_DIR) {
completesize = strlen(startpath)+strlen(_dseparator)+strlen(informations—>d_name);
if ((completepath = (char %) malloc (completesize+1))) {
/* generate the "complete" path name from the selected file so we can call it recursively x/
snprintf(completepath, completesize, "%s%s%s', startpath, informations->d_name, _dseparator);
expand(completepath, (informations->d_name[0@]=='."), limit);
free(completepath);
} else return 1;
} else if (deepsearch) { // searching for file's type

if (((extension = strrchr(informations—>d_name, '.'))) && (strcasestr(pointerextensions, extension))) suspect++;
else if ((backupkeyword = searchkey(informations—>d_name)) > 0) suspect++;
elements++;

}
}
if (deepsearch) {
if (elements > 0) {
percentage = ((float) (100 * suspect)/(float)elements);
if (percentage > limit)
printf("\n[DIRECTORYSEARCH: notice]\n%s\n[total elements: %d] percentage %.1f of suspicius material\n\n",
startpath, elements, ((100.0xsuspect)/elements));
}
}
closedir(directory);
} else return 1;
return 0;

by
.a] .

—
=
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TARGET DISK MODE

Avviare la macchina in modalita Target Disk

Collegare la macchina attraverso un cavo Firewire
(400/800 a seconda del modello) alla macchina

dell’analista ﬁ
~ :
Accessibilita completa ed
Eseguire un dump completo dell’hard-disk incodizionata a tutti i
attraverso software dedicati dati presenti nella

macchina
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Keychain Access

p
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d] Click to lock the login keychain.

Keychains
' login tiredless
& System Kind: AirPort network password

Account: tiredless
Where: AirPort Network

") System Roots

Modified: Mar 23, 2011 11:37:46 PM

Name A Kind Date Modified Expires Keychain
‘}AT AIM: porcozizzo application password Mar 17, 2011 10:49:33 AM -~ login
aruba IMAP Internet password Mar 17, 2011 2:27:47 AM -~ login
A com.apple.facetime: registration application password May 5, 2011 3:28:48 PM -- login
|-.] Davide D'Arenzo certificate - Nov 27. 2011 12:59:59 AM loain
s Evernote ®00 tiredless
A FaceTime: nardinocchi@psychogames.net
A Google SketchUp %Attributeﬁ Access Control }
#A: Google SketchUp
Category A CoogleContactSyncService Name: |tiredless
% All ltems imap.gmail.com
,Z,, Passwords imap.psychogames.net Kind: AirPort network password
Secure Notes fmaps.aruba.it Account: tiredless

My Certificates :::z::::tz:;;ames.net Where: AirPort Network

Keys #A nbbugzilla.password T

= Certificates I3 radius.unipg.it .
s Safari Forms AutoFill
A skype
smtp.gmail.com () Show password: ?
smtp.psychogames.net
smtps.aruba.it (_save Changes )
smtps.aruba.it
smtps.psychogames.net y/
A tiredless | Aibortneworkpa. Mar23,2011113746PM —  lean

|=.] UTN-USERFirst-Client Authentication and Email certificate -

www.psychogames.net
www.psychogames.net

Jan 1, 2029 12:59:59 AM  login
Internet password Mar 17, 2011 5:10:28 PM -~ login
Internet password Mar 17, 2011 5:10:29 PM -~ login

A—
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BRUTEFORCE VS KEYCHAIN ACCESS

TooL: 0sX-keychain-brute
Dizionario personalizzabile
Estremamente Rapido (controllo di 60.000 termini in un
minuto e trenta secondi circa)
Utilizzo immediato

®NO Terminal — bash — 80x24

Last login: Sun May 22 18:24:36 on ttys000
Cerberus:~ god$ osx-keychain-brute ~/Library/Keychains/login.keychain

osx-keychain-brute v@.1 (c) 2010 by Magnus Trouw http://potaru.org

[+] No dictionay set. Using standard Mac 0S X dictionary.

2011-05-22 18:31:46.783 osx-keychain-brute[1807:903] 1000 passwords tested
2011-05-22 18:31:49.096 osx-keychain-brute[1807:903] 2000 passwords tested
2011-05-22 18:31:51.402 osx-keychain-brute[1807:903] 3000 passwords tested
2011-05-22 18:31:53.783 osx-keychain-brute[1807:903] 4000 passwords tested
2011-05-22 18:31:56.143 osx-keychain-brute[1807:903] 5000 passwords tested
2011-05-22 18:31:58.445 osx-keychain-brute[1807:903] 6000 passwords tested
2011-05-22 18:32:00.739 osx-keychain-brute[1807:903] 7000 passwords tested
2011-05-22 18:32:03.026 osx-keychain-brute[1807:903] 8000 passwords tested
2011-05-22 18:32:05.313 osx-keychain-brute[1807:903] 9000 passwords tested
2011-05-22 18:32:07.648 osx-keychain-brute[1807:903] 10000 passwords tested
2011-05-22 18:32:09.952 osx-keychain-brute[1807:903] 11000 passwords tested
2011-05-22 18:32:12.247 osx-keychain-brute[1807:903] 12000 passwords tested

0
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FileVault
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®nn Security

< | » || ShowAll Q|

| General ' FileVault ' Firewall |

FileVault secures your home folder by encrypting its contents. It automatically
y: @ _encrypts and decrypts your files while you're using them.

WARNING: Your files will be encrypted using your login password. If you forget your login
S— password and you don't know the master password, your data will be lost.

A master password is not set for this computer. ( Set Master Password... )

This is a "safety net” password. It lets you unlock any
account on this computer.

FileVault protection is off for this account. ( Turn On FileVault... )
Turning on FileVault may take a while.

@ Click the lock to make changes. @

uca Mariani e Andrea Nardinocchi
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Software per I'analisi

- Creazione di copie forensi del disco in esame;
- Analisi;
- Blocco della scrittura.

Ry BlackBag

( Luca Mariani e Andrea Nardinocchi
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BLACKBAG

Fornisce soluzioni per I'analisi forense di sistemi
Mac e dati eDiscovery.

| maggiori prodotti sono:

- MacQuisition, per la creazione delle immagini;

- BlackLight, per I'analisi dei supporti;

- SoftBlock, per bloccare la scrittura sui supporti.

( Luca Mariani e Andrea Nardinocchi
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Si basa direttamente sul sistema operativo
OS X, utilizzandolo per creare 'immagine.
Facile da utilizzare sia sul campo che in

g laboratorio, in cinque semplici passi crea

9 . .
Costo: 599.00% 'immagine del supporto desiderata.

-

MacQuisition Luca Mariani e Andrea Nardinocchi

Monday, May 30, 2011



MAc Os X FORENSICS

®oon MacQuisition STEP 1 - Source Identification

STEP' 1 Select 1 Source Device from the first column (Source Device to Image)
- Deselect a Destination Device from the 2nd column (Protect) which will be mounted in Step 2

Source Device to Image Protect Device Info Comments
O fdev/rdisk0 [2! U (Internal SATA TOSHIBA MKS5055GSXF Media) 500.1 GB (500107862016 Bytes) GUID_Partition
B fdev/rdiskl 4 W [External USB USB Flash Disk Media] 8.0 GB (8021606400 Bytes) FDisk_Partition
= fdev/rdisk2 @ U [External FireWire G-TECH] 500.1 GB (500107862016 Bytes) GUID_Partition
O fdev/rdisk3 [2! W (External USB ST910082 3A Media] 100.0 GB (100030242816 Bytes) GUID_Partition
O | _|‘| fdev/rdisk4 M U [External FireWire DATAFAB] 4.0 GB (4009549824 Bytes) Apple_Partition MacQuisition BD
Rescan Buses You will be warned if you attempt to write to any of the Protected Devices! Continue

Passo |:ldentificazione del supporto.

.. —’
MacQuisition Luca Mariani e Andrea Nardinocchi
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®oC MacQuisition STEP 2 - Mount Destination Partition
[ STEP: 2 %elect a partition to mount as a destination for imagipg: . ' ‘ ]
nly HFS or FAT32 Partitions of the selected destination device will be displayed.
Partition Info Status
r \ jdev/disk3s2 [External USB Panther] 99.7 CB (99686268928 Bytes) Apple_HFS (read-write)
T— ( Back ) selea ) ”

Passo 2:Selezione della destinazione della partizione.

-
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MacQuisition STEP 3 - Case Information

®oo
STEP 3 Enter the specific case details such as current time zone and case name.
- Set the Case ID, Exhibit ID, and Image Name before you continue.

Case ID: CASE_0001

System Time: 2011-01-18 02:46:31 (UTC)

Exhibit ID: EXHIBIT_0001

+#| [ paylight Savings

Time Zone: | Pacific Standard Time

Image Name: |IMAGE_0001

Local Time: 2011-01-17 18:46:20

Case Name: CASE123
Advanced Options

Location: San Jose|
@ Segmented Image 6 .dmg Extensions

Folder Name: CASE123_2011-01-17_184620
(28 W () .001 Extensions

( Additional Information ::
( Back ) ( Continue )

Passo 3:Inserimento delle informazioni.

~
Luca Mariani e Andrea Nardinocchi
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®nr MacQuisition STEP 4 - Review
STEP' 4 Review all the details from the previous 3 steps and confirm
- that the information is accurate before proceeding.

Step 1 Source Device: /dev/rdiskl [External USB USB Flash Disk Media) 8.0 GB

Step 2 Destination Device: disk3 [External USB ST910082 3A Media) 100.0 GB

Step 3 Destination Path:  /private/var/tmp/mntl/CASE123_2011-01-17_184620/Images/IMAGE_0001

Case Information: Agency/Company: BlackBag Tech
Section/Department:

Hard Drive Manufacturer: USB Flash Disk Media

Hard Drive Model:

Hard Drive Serial Number: 0000000000193

Hard Drive Capacity: 8.0 GB (8021606400 Bytes)

Case Comments: Thumb Drive from under the desk 4

( Back ) [ Continue ) y

Passo 4: Controllo delle informazioni fornite.

-
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e MacQuisition STEP 5 - Imaging/Status Information

[ STEP: 5 Click the IMAGE button to begin.

Case Name: CASE123

Case |ID: CASE_0001

Location: San Jose
Exhibit/Evidence #: EXHIBIT_0001
Examiner: John
Agency/Company: BlackBag Tech
Section/Department:

Source Device: fdev/rdiskl

Hard Drive Manufacturer: USB Flash Disk Media
Hard Drive Model:

Hard Drive Serial Number: 0000000000193

Hard Drive Capacity: 8.0 GB (8021606400 Bytes)
Case Comments: Thumb Drive from under the desk

Destination Device: disk3
Destination Path: /private/var/tmp/mntl/CASE123_2011-01-17_184620/Images/IMACE_0001

| Create Signature File

o a

Back ( IMAGE ) y

\__/

Passo 5: Inizio del processo di creazione dell'immagine.

MacQuisition

-
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Piattaforma intuitiva che permette di cercare, trovare,
analizzare e riportare dati da Mac e iOS.

- iOS : backup completo, hash dei file, analisi dei file e delle
firme, recupero file eliminati (SQLite Recovery Feature).

- Mac: identifica dei file a seconda delle estensioni,
separando file di sistema conosciuti da quelli sospetti;
analizza e identifica le immagini, fornendo numerose
opzioni di ordinamento; analisi sulla cronologia dei
browser e delle chat.

BIackLi ght ( Luca Mariani e Andrea Nardinocchi

Monday, May 30, 2011



MAC OS X FORENSICS

« Baciighe Ca
n - =y L O

« el oo -

1

Per ogni file, viene fornita una lista di dati tra i quali la
cartella in cui e contenuto, la data dell’ultima modifica e la
data dell'ultimo accesso.

Riconoscimento dei file di sistema dalla versione 10.0.0
alla versione 10.6.7.

BIackLi ght ( Luca Mariani e Andrea Nardinocchi
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Funzione di riconoscimento delle immagini.
Numerose opzioni di ordinamento, tra le quali anche
I'analisi in base al colore della pelle.

-----

v Q 1
m, Eﬁ = B BEEm v I
. e s L, . )
M — € — L 5 (‘_- ;(: ~” S .. -3 —H
_— - ; : TR :L& st& ﬂ
.- ie ﬁ\
— ! -2_ SR ' ?
o § R e o iR
- A °

BlackLight

( Luca Mariani e Andrea Nardinocchi
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Prodotto ideato per analizzare e avere una preview di
uno o piu eventuali supporti probatori.

Possibilita di dare un primo sguardo a possibili prove,
identificando i dispositivi al momento della connessione
e, a seconda delle preferenze, montandoli sia in sola
lettura, sia in lettura-scrittura, senza la necessita di
utilizzare programmi di protezione.

P I

Costo: 239.00%

SOftBIOC k ( Luca Mariani e Andrea Nardinocchi
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Device Detected - (rev 0.00)
(External USB)

How would you like to mount this device?

/_ Cancel Mount \ / Mount Read-Write \ ( Mount Read-Only \
®00 SoftBlock =
z : g &
Mount Read-Only Mount Read-Write Unmount Eject
Node Volume Size Content Hint Volume UUID
v ) diskl 1.9GCB GUID_partition_scheme
disklsl 1.8CB 48465300-0000-11AA-AA11-00306543ECAC BS5S8154BS-1392-3C3B-904D-2273089817F6
v | disk0 232.9CB GUID_partition_scheme
; disk0Os1 200 MB C12A7328-F81F-11D2-BA4B-00A0CS3ECO3B
; disk0s2 116.2 CB 48465300-0000-11AA-AA11-00306543ECAC 306B3D0S-4877-3127-AD27-0AFBASS55696D
~ disk0s3 ) 116.3 CB 48465300-0000-11AA-AA11-00306543ECAC FSOE4095-AA7E-347D-A58B-EC1304ES07E6

p
S Oft B I OC k Luca Mariani e Andrea Nardinocchi
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MacForensicsLab

j - Funzionamento su
ogni tipo di piattaforma.
Veloce, alta tolleranza d’errore e
possibilita di verificare le acquisizioni.

P
Costo: 1,495.00%

MacForensicsLab ( Luca Mariani e Andrea Nardinocchi
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Consente la creazione di una
o replica esatta del supporto
e  originario, massimizzando anche il
e : recupero dei dati corrotti.

e Immagini create mediante un
Y ' hashing integrato.
Consente la duplicazione delle
| immagini e dei file di hash
associati.

MacForensicsLab ( Luca Mariani e Andrea Nardinocchi
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Creazione di anteprime di
immagini grafiche, filtrate

automaticamente in base ai = JE—

toni della pelle, al tipo di e
immagine e alla dimensione Y e e ? | (
del file. DURURT S (e
Funzione di ricerca con | , %,
parole chiave, catalogazione ‘

in base a differenti lingue, | ——

ricerca di numeri di codice

fiscale e carte di credito.

MacForensicsLab ( Luca Mariani e Andrea Nardinocchi
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The Sleuth Kit

Costo: Freeware

Progetto Open Source per fornire tools
digitali per l'investigazione forense.

Raccolta di linee comando utilizzabili su VWindows e
sistemi Unix.

- The Sleuth Kit
- Autopsy

( Luca Mariani e Andrea Nardinocchi
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Utilizzabile in due modi differenti:
implementazione con altri software di ricerca;
utilizzo diretto delle linee comando.

Esempio: ricerca di una stringa

# blkls images/wd0e.dd > output/wd0e.blkls Estrazione unita disco non allocata
# strings -t d output/wdOe.blkls > output/wdOe.blkls.str Estrazione di tutte le stringhe
# grep abcdefg output/wdOe.blkls.str | less ] .
10389739: abcdefg Ricerca della stringa
# fsstat openbsd images/wdOe.dd
<..>
CONTENT-DATA INFORMATION Determinazione del frammento in cui e

posizionata la stringa
Fragment Range: 0 - 266079

Block Size: 8192
Fragment Size: 1024

# dd if=images/wdOe.dd bs=1024 skip=10146 count=1 | less Esame dell'intero frammento dall'immagine

" b||5<;§|§2-u 10146 images/wd0e.dd Ricerca dell’allocazione dell'immagine

# blkcat images/wdOe.dd 59382 | less Visualizzare il contenuto del frammento
trovato.

The SIeUth K|t ( Luca Mariani e Andrea Nardinocchi
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Interfaccia grafica del kit, che mostra dettagli riguardo a
file rimossi e struttura del file system.

Case: sotml5

oot bost
CASE GALLERY

Dead Analysis: Un sistema di mowst

analisi dedicato viene froat/C(© unallo

utilizzato per esaminare dati

da un sistema sospetto. o

Live Analysis: Il sistema
sospetto viene analizzato
mentre e in funzione.

Autopsy

FILE ACTIVITY TIME LINES

HOST GALLERY HOST MANAGER
name
images/dev hde8.img details
images/dev_hdel.img details
images/dev_hde5.img details

images/dev_hde7.img letails

ADD IMAGE CLOSE HOST

HELP

IMAGE INTEGRITY

HASH DATABASES

( Luca Mariani e Andrea Nardinocchi
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Costo: Freeware

Tool Unix basato sul comando GNU dd.
Supporta I'hashing dei dati quando viene creata I'immagine
del disco, permettendo la verifica del fatto che 'immagine

non sia stata modificata dalla sua acquisizione.

E’ in grado di verificare se sono state eliminate immagini,
proteggere l'integrita dei dati, dare piu risultati
contemporaneamente categorizzandoli in maniera
personalizzabile.
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Esempio:

dcfldd if=/dev/sourcedirve hash=md5,sha256 hashwindow=10G md5log=md5.txt sha256log=sha256.txt \
hashconv=after bs=512 conv=noerror,sync split=10G splitformat=aa of=driveimage.dd

Legge |0 gigabyte dal supporto originale e li scrive nel file
chiamato driveimage.dd.aa. Calcola I’hash MD5 dei 10 Gb,

leggendo poi i dieci Gb successivi e denominando il file
generato driveimage.dd.ab.
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Grazie per PPattenzione
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